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IURELUN-TOFI2a0 T FIRTA—LD Maliclous Software Reference
?Iv9-9FRSUb rchitecture
Challengers Laadars Evaluation Criteria

g I Does the enferprise prefer single-vendor versus best-of-breed solutions?

When evaluating Reference Architecture principles, some organizations will fa
case of malware, the number of infection vectors and potential remediations s
Therefore, some organizations may need to reconsider their dedication to a si

What is considered malicious?

Viruses, worms, and Trojan horses are clearly malicious software that can ca
. some cases, they may be annoyances rather than direct threats; in other cas
”‘ﬁrﬁfﬂtﬂ Organizations must determine their policies governing what is allowed and prc
Kaspershy Lab Trend Micro

Fanda Security Sophos
Wicrosoft

What are the susceptibility factors that may cause an infection?

As in humans, some systems may be more prone to attack from malicious s

set
Ch Check Foint Software Technologieg likelihood of attacks for the types of systems they use.

F-Secure

Abllity to Execute

IBM @ LANDesk
BigFix

What is the level of system management or lockdown?

eEye Digital Security Enterprises may have deployed systems at various levels of management. Be

and lesser degrees of malware resistance—an understanding of current host 1

Frewx ShyRecon Systems What are the amount and sophistication of network admission control deployed
Although prevention of malware may be one of the reasons an organization el
consideration. However. the surety level of network admission control—wheth

L y access gear—affects what additional layered malware controls are required.

Niche Players Visionaries Where is data stored?

e It is important to consider where critical user data or other information proces:
——————————{ Con pleteness of Vision |—r - ™ . . . .
data store ™ The ability to re-image or re-provision a malware-infected host is
it's local, remote, or archived).

IRLI—Y—FINAREFD=8 EBERALJ7boIT7OEF2)Ta—)
ICREDITINITT N G—%8 )1—23 %5l 9 B3 E DT &
RINSLOH? EHWVEELDD?

; Gartner



Burton IT1 &13?

Burton IT1l&. 720OANLYy S T 7ICEBTR40l L7/ 09— ME
Y13 L,. T2/ —08IR, Bit. ERICEDIFEFTE2 L WERMNTEHN
LHRZU>TYHR—-bTB:=DICTFTF1rENE)Y—F - Y—EAXATT,

DCONFUTING ™ 9%
TUALRESEARCH _ § |

CE ARCHITECTURE ]
o 'z | [N o | = In-depth reports, typically
: | £ 2|8 = | 2 25 - 40 pages
E; 5 % : % o -Reference Architectures
; : §= X s | 3 -Best Practices
g > & -Field Research Studies
:

; Gartner



Burton IT1 A3 5500 —E R

1. Burton IT1 Research

« In-Depth Research
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5. Catalyst Conference
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Methodologies and Best Practices
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Field Research Results: Executing a BPM Program

Richard Watson

Burton IT1 Research

1D Number: G00205812

Gartner
Publication Date: 2 August 2010

Framework for Improving Application Performance over
the WAN and the Cloud

Gartner
Publication Date: 20 July 2010
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Evaluation Criteria for Smartphone Mobile Device
Management
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Publication Date: 6 July 2010

Provisioning's Role in the Next-Generation IdM
Architecture
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> Cloud Computing: Transforming IT
> Cloud Computing Innovation Key Initiative Overview

>The Dark Side of Cloud Computing
>Field Research Summary: Building Internal Clouds
>Moving Applications to the Cloud: Finding Your Right Path

»>2012 Cloud Computing Planning Guide: From Hybrid IT to Hybrid Clouds

66

> Cloud Computing Tiered Architecture

>Migrating Applications to the Cloud: Rehost, Refactor, Revise, Rebuild, or Replace?
> Google App Engine,Windows Azure, and Force.com: What's Your PaaS Style?
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