The Invention of
Internet Identity
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Topics

A bit of personal context
* A brief history of Internet identity
* What we have learned from the practice
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1. Context

My community
* R&E federations globally — refeds.org
e InNCommon in the US
« My role and background
* Internet2 Middleware
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Federations
A set of organizations that share identity and attributes
using SAML based software
* Anchored by a common set of business practices
* Has a shared schema

» Federated operator registers enterprises,
aggregates and distributes organizational metadata
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International R&E federations

e > 100M users across >30 countries

e Coverage in several countries is 100%, and extensive
In many others.

» Generally part of a national network but associated
with another org or independent in a few

inked to several government activit

INTERNET.

kjik@internet2.edu



& Grb_File e [FIALY window Helo - . - BW . = o bns2em Q_

Atlases - High Resohulion Pathalogy Imsges

“::- - E _ | i ] u frin | fatlases. munlez) emfindex hm W } :_-:'_11_ jhe Q'
Vet Visted = Getting SIS Latest Headines & L
B osviewmierctlogin 0 | [ Cbiom - Drasking ews, U3, © | — Wassingion Duftes intematiesa. @ | | Frogeam — 100h semposiomen . 0| L3 Daskbosnd - tmterneiz Wl © | [ Mleses - High Aesolution parh 0 [ F | -

high resplution

Lang b i Repisred uasrs' 16229
Wﬂﬂmdmmm . i el e 1 oo 0 1 Aigh resslution megos o e m
mp-m.uuﬁmmmwﬂrluumaﬂumhdnhp:lmn‘nmumHumlhﬁuu_ﬂmmhmmmmmnmwmmm:mnmmm LGN Sokow
¥ i il i G200 2 21 D Tolwn] LRy IBCBANLIGR Ciex
o4 the logn
mp-m:nﬂnurmlmmm ; - &d“@“
‘Hypenanl Alag of Felm Pathology conang ciricsl and heiningicsl ivagss o varows foms of Sewsopmenial Bromales. Vsl Maoocops Meda i ussd 10 00665 NE0REE Mages reailabie in vory high recoliion. T Afad & vaiatls in English and Caech
-  [—
= &
Hrm:luﬂnnlﬂwumh
WMMWLM|mhmmmwmulwm VinLial Menostops MISMAcE i1 coad I A0iess helrogicsl Images Svalahie n very igh resouson. The Al & svaisbis n Enghas atd Coach. o ENVITCH
. = __DFN_
I-I-.rp-lmxl M-mm% -= &'f
of Bore Marow mmmmlmdmmﬂmmu--ﬂmmmmnmhmhmmmmnmmﬁmmm:mlﬂuhErqH‘ll.nd LLLEL :]
i h '
1
I-Iwm'hmmuullhnLymphmu n « @ CakuRin 3
— Hypenanl Atiag of Ram Lymphomas cosisng clirical and hisiological images of some mm hematniogictymphatic makgrancies ol shildean. Vimual micmecnm marans & usad o Booess Misiciogoal images avalabia invary high mepiution. The Allas i avadabia in Englisn o
T mndCeec L3 &
= 3
Hyperiext atlas of Pathology . " samimman
wmudﬂlmﬂﬂmmmmubrwmﬂq.mmmnamnmmmruummmwmMEmwmmMﬂmmwmmwmlmmm
PEEE
gfﬂmhﬂmm“ ol Dermaupatoiogy. any MacToscopss and MCTascoMs Magss a*e dvadabis, &8 well a3 imapes om OT and MR §2amners and enicscopes -
=]
mﬂmwmm“
H pige deminsines Achnoioges usad i 1he Alas on ssleched images (acshation of Amows, SRavpening, witual microscope|. This page dosS ol riguine negetralon. S

Contact us | Privacy | How b ofw Alsses F e e 1t FaiTiiee £ vy el ity Sechiraion. Sk on the bulion

KK@nternetZ.edu 4



BeRT g ATy il
S Y 11 QR ———

A - [T v e s pa g it i i
e = 3 ot b

s AP et 1p - ALl i (P L) PRI e A,

Bolmi | ook | Sdmegiels | Densk | Deutsch | Expafiol | Swenska | Suomeksi | Frangais |
Itatang | Sederipndy | Linembourgish ech owpnifing | Hraatski | Masrr | Jeors poly Portuguts
| Palanuts bepsiicry | M | S0 X | ebAurpind | Lhsuyie kol | Al -secnien weks | ppaasnl
K

SELECT ¥OUR [DENTITY PROVIDER

You have previoussy chosen tn authenticate ot Tnmermetd
(i @ bwnein |

Al Kordic countnes Spain

Lris, ediGAIN Guest providers Misceilaneoos

BOS enties

# Interet2
AAIBECUtY - Crosion Research and Education Fedembon
Abiriesn Cnlsge

Aberieen Colege Staff

abervwyth Universty

Abiegdan and Wiktey College

SEEEES K Hossenas Lolkge

&ddan Smih Colkos

AESIL
ALES - CELLS
Angla Ruskin (CAd Sysberm
Angha Buskin Universty Logn

INTERNET

kjik@internet2.edu



InCommon.

InCommon today

250+universities, 450+total participants, growth continues rapid
> 10 M users
Traditional uses continue to grow:

« Outsourced services, government applications, access to
software, access to licensed content, etc.

New uses bloom: o
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Growth areas

e A growing awareness of multi-lateral federation in
other verticals — Wall Street, Financials, Real Estate,

o Government interactions
e Content providers
~* Medical community
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Invention

e Some Iinventions work
e Some Inventions don't
A very, very few transform the world
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Invention

* "Everything that can be invented has
been invented.”

e Charles H. Duell, Commissioner, U.S. Office
of Patents, 1899. -
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2. A brief history of Internet identity

 Classic PKI

* The development of federation

* The rise of social identity
~*The need to support, and i
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Classical PKI

e Strong identity, no privacy
« Scalable, but not easily deployed

» Challenges in technology, libraries, policy,
economics
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The development of federation

e Beginning in 2000, coordinated activities in R&E sector
and OASIS standards org

« SAML, Shibboleth, etc.
e Deployments beginning in 2004
. Very Iarge government and corporate federations
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The rise of social identity

e Beginning with Internet Service providers in the early
2000s, gradually shifting to other social networking,
search, and mail providers.

e |nitially inconsistent and weak on privacy and security
e Improvements in infrastructure protocols and ==

-
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Integration of Internet identity

 Ability to deploy a variety of identity types to solve a
use case

o Gateways and other approaches to credential
conversion

* PIV In federation
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And a patented invention

Automalic

=~ Hair-Washing
Machine
Pateni 20435481
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3. What we have learned from the practice

o Killer apps
 Level of authentication (LOA)
o Attributes

N O AT
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B
Killer Apps

* Wikis — for research, for education, for
collaboration, for ...

* Netmeetings, Chats, etc
-+ Collaborative calendaring N

e
— —— R

INTERNET.

kjik@internet2.edu



LOA

o Killer Apps for LOA

e Components
 What's hard in practice
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N
Killer Apps for Higher LOA

* Official business

e Sensitive data

* High-risk instruments and devices
+Federal agency to federal agency
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LOA Components

e |dentity proofing
 Delivery of initial credential

» Authentication technologies and
-~ pre ICE
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What’s Hard in Practice

* The extended communities to be served
« Students, and their parents
* Faculty, and their external colleagues

-+ Turing the “softness” of policy and law

e
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InCommon Approaches

e Basic — current practices, good privacy
 Bronze — LOA 1 — basic, self-asserted compliance,
good privacy
e Silver — LOA 2 - rich guidelines, but with local
Interpretation, audit, good privacy
old — LOA 3 — strong authentication + Silve

=——
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The importance of Metadata

* |t enables the multilateral federation
* |t creates scale and allows a marketplace

o |t IS essential for discovery, privacy
“management, policy management, etc.
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New elements of the metadata

* LOA supported

» Graphical icon for discovery

e Service attributes requirements

- Federated incident handling contac

R e e e
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Attributes

e Importance
e Types and PII
e Bundles and application categories

o ANAran o ala
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The importance of attributes

* The need to scale access control
* Federated identity creates the requirement
 Number of sites, number of users, etc...
* The value of roles in regulated verticals

* The need to provide security and protect privacy =

.
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Types by attribute authorities

o |nstitutional/enterprise
« User who has an established, authenticated identity
» Organizational roles and groups

* Reassertion of other official credentials (e.g.
citizenship, age, etc.)

e Governmental

]
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R&E basic attributes (eduPerson et al)

» High-level affiliation (eg, member, faculty, staff,
student)

* Opaque, persistent and non-correlating identifiers
(ePTID)

» A persistent and human-usable identifier (eg,

 KlK@Internet2.ed
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Pll and One PIl taxonomy

Personally Identifiable Information (PII) is a common but
abstract term

One Taxonomy trying to make it more solid -

0) Attributes that do not identify a unique user (e.g. ePSA)

1) Indirect |dent|f|ers designed for privacy (e.g. ePTID)

; Identifiers not designed for priva
\,‘.‘
\i.“
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Bundles and Application Categories

e Attributes tend to travel in bundles

 The R&S (research and scholarship) bundle
* {name, email, authenticated identity, affiliation}

* Applications are being vetted for minimal
“use and qualification for R&S

“"I
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Attribute aggregation

e A very common real world requirement

e Can be done at IdP, SP, or intermediary
e Code supports it
* Installations are using it

~* Can complicate or simplify trust
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B 00000
The Tao of Attributes B2 1E

e A workshop run by NIH and Internet2 in Sept 2009 that
established the existence of a Tao, and not much more
 http://middleware.internet2.edu/tao-of-attributes/

« An ongoing individual sense of the looming importance
of the issues, and an occasional sighting of the neec

-
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Some of the Tao

e Schema and Attribute bundles
o Complexity and Extensibility
« Tagging
o Complexity vs Metadata
o Attribute flows
» Creation, transport
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Attribute Complexity and Extensibility

o Complexity
* Tagging within attribute vs use of metadata vs
context

e Knowing which IdP to ask for which attributes,
especially as we get into aggregation a
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Another patented vision
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e “We won't have more than 250 machines
on the network”

 Vint Cerf, an inventor of the Internet, 1970’
+"640K ought to be enough for anybc
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4. The Invention Ahead

* Working through the Tao
e Interfederation
e Groups and federated Groups
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Interfederation

» Connecting autonomous federations

« Critical for global scaling, accommodating state and local
federations, integration across vertical sectors

e Several operational “instances” — Kalmar2 Union,
eduGAIN
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Metadata and ecosystem evolution

 Handling static and dynamic metadata
* LOA of attributes

e Specifying semantic rules
 Terms of use

ime limits
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PEER — Public End-entity Registry

» A service instance of the metadata exchange protocol
MDX, operated by REfeds with ISOC support

A publish and subscribe model — end-points or
federations publish to PEER and subscribe to custom,
aggregated feeds

ust model depends on service instance; PEER |
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Groups and federated groups

o Groups are the primary approach to access control

e In any community, the number of groups > the number
of identities

e Group management tools exist; API's are not yet
standardized -

.
o0 memDpe 2
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e Complex, sometimes contradictory requirements from
governments around the world

* Whose national policy applies — IdP, SP, user?

 In federated identity, the key focus is around attribute
release and consent
~_« Some attributes required for transaction; some ma
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SV/ITCH » aai

About AAI : FAQ : Help : Privacy

This is the Digital ID Card to be sent to ‘https://aai-demo.switch.ch':

Digital ID Card

Surmame SWITCHaai
Given name Demouser
Unigue ID 234567@example.org
User ID demouser
Home organization example.org
Home organization type other
Affiliation staff
http:/ /example.org/res/99999
CPRIIE http:/ /publisher-xy.com/e-journals

[~ Don't show me this page again. I agree that my Digital ID Card (possibly including more data than
shown above) will be sent automatically in the future.

Cancel | Confirm |
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5. Conclusions

e Understanding the ecosystem
 |dP’s, SP’s, Gateways and middlemen
o Attribute authorities and data aggregators

e+ Virtual organizations and collaborations

e ——
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An invention to change a lightbulb



