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How do we recognize our onlineHow do we recognize our online 
customer?
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Create an eRecognition TrustCreate an eRecognition Trust 
Framework

Various Dutch market parties and leading governments have combined their 
forces in a set of agreements facilitated by the government (TrustFramework)

Consideration for shared topics, including: 
user experience
quality
information security
technology

lcontrol

P diti t b th D t h Mi i t fPreconditions set by the Dutch Ministry of 
Economic Affairs, Agriculture and Innovation, 
including: 

‘the market works it, unless…',
collaboration regarding common topics
competition
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eRecognition Trust Framework
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Development of eRecognition

More functions including 
machine-to-machine

Def scheme

Scheme live 
‘browser’ AgNL

Temp scheme mgmt

Def scheme     
mgmt

Project preparation

Market
consultation

Follow-on development 
Agreements scheme

Start of development

Studies & reports

Project preparation

Ministr of

p

“ the market orks it nless ”Ministry of 
Economic 

Affairs 
idea phase

“ … the market works it, unless…”
“ … competition…”

“ … collaboration…”Basic premises
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At the heart: Trust Framework

em
an

d

pe
tit

iv
e

D
e

C
om

p
at

iv
e S
up

pl
y

em
e

C
oo

pe
ra

E-
sc

he

11



Four roles within eRecognition

Attribute provider
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Reuse of available tokens
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Various assurance levels inVarious assurance levels in 
one set of agreements

User name / 
password
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Various assurance levels in one

Level Registration process characteristics Token Application

Various assurance levels in one
set of agreements

Level Registration process characteristics Token 
characteristics 

Application 
(example)

1

Mi i l

No or minimal control, email address at most

R i t ti f i ti ith th b i th

User name and 
password

Contact form, notice of 
objection

Minimal assurance Registration of association with the business on the 
basis of data, validated by Chamber of Commerce 
(CC)

p j

2 Validation of personal details by means of e.g. 2-factor (knowledge and Parking permit, 

Reasonable 
assurance without 

appearing in 
person

photocopy of identity card, bank transaction

Authority check using CC data

Reliable issue, e.g. by registered mail or verified email

possession): text 
message, one time 
password (OTP) token, 
certificate

catering licence, 
subsidy (limited 
volume)

3

High assurance

Validatiion of personal details by means of original 
identity card or compatible

Authority check using CC data

2-factor (knowledge and 
possession): text 
message, one time 
password (OTP) token, 

VAT, income tax, 
subsidy applications 
(large volume)

Reliable physical issue, e.g. by registered mail 
pass o d (O ) o e ,
certificate, bank card

4

Ver high

Validatiion of personal details by means of original 
identity card  when appearing in person.

Qualified certificates on a 
safe solution (PKI level, 

Changing national 
register data (e.g. CC), 

Very high 
assurance

y g

Registration of authority necessitates appearing in 
person of at least the legal representative and, if 
applicable, the administrator

(
conform Dutch Electronic 
Signature Act)

g ( g )
inspecting court data
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Governance overview

Governance board
Chair: Ministry EL&I

Execution

Trust Framework 
ffies
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MarketRelying parties

office

Processes, a.o.:
C tifi ti

Disciplines, a.o.:
T h i l
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participants
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board

End-users 

- Certification
- Change mgmt
- Incident mgmt
- Communication

R l

- Technical
- Testing
- Legal
- Certification

Cboard - Release process- Comms
- Secretariat

SupplyDemand Operation
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Successful Soft Launch

• Soft Launch in 2011
• Primary B-t-G, but B-t-B in progress

15 market parties involved• 15 market parties involved
• 10 Gov services involved
• Tax registration is killer app, will launch 2012g pp,
• About 30.000 new credentials issued (Market 1 million companies)
• Re-Use of credentials, work in progress

• Banks
• Telco
• National ID

- Some potential pitfalls for full deployment in 2012… 
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Pitfall: Public or Private?

•There is a strong discussion on who needs to take the role to issue 
credentials to end-user. Is this a task of the Government (National e-ID) or 
should we leave this to the market (Banks, Telco’s)?( )

C tCounter measure:
-- Take an Hybrid Approach and let the end-user choose
-- Both Public and Private credentials part of the trust frameworkp
-- This will drive innovation and makes even more credentials available for re-use
-- Some attribute registers are managed by the government

M k th i f i titi ( f id’ b t)-- Make sure there is a fair competition (no free id’s by government)
-- Even large multinationals can join the trust framework with their corporate 
credentials 
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Pitfall: Viable business model

•The eRecognition Trust Framework is a 2 sided market like the mobile 
phone market and therefore characterised by the famous Chicken-Egg 
problem. There is big risk that the Trust Framework will never reach p g
economic self sufficiency

Counter measure:Counter measure:
-- During the growth stage, the trust framework needs financial support
-- Stimulating the growth strategy should be as short and steep as possible to make 
sure:

•End-Users will not loose momentum
•Market vendors will not stop investinga et e do s ot stop est g
•Relying Parties will have trust in stability of the platform

Sti l t fi i ll d d ti l d RP i d l t-- Stimulate financially end-user credentials and RP service development
•- Promotion and education activities
•- Interchange, transaction based within Trust Frameworkg ,
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Pitfall: know your channels

•80% of e-transaction volume goes via machine-2-machine channel and not 
via browser interaction

•First webportals see important change by having more mobile visitors than 
web visitors

Counter measure:Counter measure:
-- Trustframwork should take m-2-m communications into account
-- M-2-M is not only PKI/ SSL based but for different LOA’s credentials
-- Technical protocols should be able to handle mobile or m-2-m communications
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Pitfall: Lifecycle management

You have to manage credentials in a trust framework, it is not only about 
issuing a credential!:
- People loose credentialsPeople loose credentials
- Relying parties will merge
- Market parties will leave the framework

Counter measure:
B f l ith d l ti t th lif l-- Be careful with pseudonyms correlation to the lifecycle

-- Think about transferring credentials to another market party
-- Promote the use of multiple credentials
-- Describe lifecycle management In your trust framework
-
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Pitfall: Attribute Exchange

•Credentials can be issued on a level of assurance, user attributes related to 
the credential can’t. Attributes like e-mail, address, phone, name are 
verified or not.

•Attributes are an important value that is delivered by the framework

•Attribute scheme needs to be standardised

Counter measure:
--Work with technical protocols that support attribute exchange and user consent
--Define method of verification of attributes, but not levels of assurance
- Link attributes to a pseudonym credential-- Link attributes to a pseudonym credential
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Pitfall:Trust during operations

It is not only about the trust in issuing credentials on a level of assurance. 
Trust Framework should also guard the trust within an operational 
framework. 

Counter measure:
-- Relying Party’s should have certain countermeasures in place
-- CookBook for mapping LOA’s to RP services
- Penalty’s for Market Party’s that do not comply but beware; temporary-- Penalty s for Market Party s that do not comply, but beware; temporary 
revocation of licence is not an option!
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Pitfall: Delegation- Authorization

•An even bigger challenge after solving the identity trust framework; People 
are delegated to act on behalf of someone else. 

•Is User X authorized to do Y on behalf of user Z?

Counter measure:
-- Make it possible to delegate your credential to another user
- Define a scope catalogue to have a list of services to be authorized for-- Define a scope catalogue to have a list of services to be authorized for

-- Make it possible to register these authorization claims
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Pitfall: International Alignment

•Trust Frameworks will cross borders!

Counter measure:Counter measure:
-- International Meta-TrustScheme
-- International standards on technical interfaces
-- Align Attributes and Identifiers
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Thank you: Questions?

??
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