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• Ensure that the technical operational and legal requirements of the OITF areLawfulness • Ensure that the technical, operational, and legal requirements of the OITF are 
consistent with the laws of the jurisdiction(s) 

Lawfulness

• Ensure that  providers produce periodic reports on the operation and 
governance of the trust framework

Open reporting and 
bli ti governance of the trust framework.publication

• Providers must ask governments where they do business to designate 
independent ombudsmen whose role is to look after the interests of 
individual users under their respective jurisdictions and they must ensureOmbudsmen individual users under their respective jurisdictions, and they must ensure 
that the OITF 

• Participants must not be party to any side agreements that compromise 
the integrity of commitments under the trust framework.

Anti-circumvention 
and open disclosure g yand open disclosure

• Participants in the OITF must avoid discrimination. Participants must not 
engage in exclusive dealing arrangements relating to the trust framework.Non-discrimination

• Software and hardware specified in the technical requirements of an OITF 
must conform to defined standards that promote interoperabilityInteroperability
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• Providers must spell out how new versions of the OITF will be decided, whenOpen versioning Providers must spell out how new versions of the OITF will be decided, when 
they will be published

Open versioning 

• Providers must enable participants to share contact details so that they may 
convene virtually to discuss matters related to the trust framework

Participant 
i l t convene virtually to discuss matters related to the trust frameworkinvolvement

• Participants will adhere to data protection practices at least as strong as 
those of the OECD’s Privacy Guidelines Data Protection y

• Providers must state on a publicly accessible web site how the OITF 
provides accountability to all participants, including the users whose 
identity information will be exchanged under it

Auditability
identity information will be exchanged under it

• Providers must ensure that all parties to agreements under the trust 
framework, including themselves, agree to be subject to audit for 
conformance with these Principles of Openness

Accountability
conformance with these Principles of Openness.

• Providers must ensure that all agreements under the OITF afford the 
parties an effective right and mechanism to seek redress.Redress
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http://www microsoft com/mscorp/twc/endthttp://www.microsoft.com/mscorp/twc/endt
oendtrust/vision/oitf.aspx




